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What s

StarSentry is the first plug-and-play cyber risk scanning solution, developed by
LGMS Berhad, launched by Applied Security Intelligence Sdn. Bhd. (ASl) on June
4th, 2024.

Created with the ‘rakyat’ in mind, this cybersecurity solution offers a user-friendly,
plug-and-play approach at an affordable price, ensuring accessibility for SMEs.

Why

that small business may face:

Constrained budgets limit small businesses from essential cybersecurity
resources.

The overwhelming array of options leaves many unsure where to start.
Difficulty identifying the right solutions exposes SMEs to hidden threats.

In response to these challenges, StarSentry endeavors to mitigate the impact by
reducing the cost of cybersecurity and delivering expert vulnerability scanning
services.

This initiative empowers SME owners with insights into the cybersecurity health
status of their business environment, enabling them to proactively address
potential threats and enhance the overall resilience of their

business operations.
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Key Features

StarSentry aims to secure the business environment of SME owners through:

/\\ . .
Automatically scanning ports on
network devices

Automatically discovering all devices on

———') the same network
Automated Vulnerability Assessment AN View scan progress on your user
(VA) scan — portal

How Does It Work?

H

Plug in StarSentry with an
Ethernet cable and power
adapter, then turn it on.

*User registration required.
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When the VA scan is
completed, the results are
automatically uploaded to
StarSentry Security Hub.
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You will receive notifications
on the web portal and/or
mobile app once the VA scan
is completed and data is
uploaded.

StarSentry will boot up and begin
initialization process.

Starts a health check and begin
checking the network its in.
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IP address of all hosts
discovered will be automatically
queued for a VA scan.

Users will be able to view &
generate the results via StarSentry
Security Hub.

*User account login is required.

* The user initiates a

€

scan on the StarSentry
Security Hub.

\4

988
A host discovery will be
performed, followed by a port

scan on the discovered hosts, to
enumerate running services.
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About

The primary goal of ASl is to offer accessible cybersecurity solutions to businesses
across different sectors and, crucially, to increase cybersecurity awareness among
business owners.

By assessing their cybersecurity well-being, businesses can function in a secure
cyber environment, mitigating the risk of significant negative impacts on their
operations and contributing to the development of a safeguarded cyber landscape.

sales@appsecintel.com

www.appsecintel.com
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